
Breaches of Protected Healthcare Information Involving More Than 100,000 Individuals
Name of Covered Entity State Covered Entity Type Individuals 

Affected Breach Date Type of Breach Location of Breached 
Information

Science Applications International Corporation (SA VA Business Associate 4,900,000    09/13/2011 Loss Other
Community Health Systems Professional Services Corporation TN Business Associate 4,500,000    4/10/2014 Theft Network Server
Advocate Health and Hospitals Corporation, d/b/a Advocate Medical 
Group IL Healthcare Provider 4,029,530    07/15/2013 Theft Desktop Computer

Xerox State Healthcare, LLC TX Business Associate 2,000,000    05/09/2014
Unauthorized 
Access/Disclosure

Desktop Computer, Email, Laptop, 
Network Server, Other, Other 
Portable Electronic Device

IBM NY Business Associate 1,900,000    01/21/2011 Unknown Other
GRM Information Management Services NJ Business Associate 1,700,000    12/23/2010 Theft Electronic Medical Record, Other
AvMed, Inc. FL Health Plan 1,220,000    12/10/2009 Theft Laptop
Montana Department of Public Health and Human Services MT Health Plan 1,062,509    7/7/2013 Hacking/IT Incident Network Server
The Nemours Foundation FL Healthcare Provider 1,055,489    08/10/2011 Loss Other
BlueCross BlueShield of Tennessee, Inc. TN Health Plan 1,023,209    10/02/2009 Theft Other
Sutter Medical Foundation AL Healthcare Provider 943,434       10/15/2011 Theft Desktop Computer
Horizon Healthcare Services, Inc., doing business as Horizon Blue 
Cross Blue Shield of New Jersey, and its affiliates NJ Business Associate 839,711        11/01/2013 Theft Laptop

Iron Mountain Data Products, Inc. (now known as PA Business Associate 800,000       02/26/2010 Loss
Electronic Medical Record, Other, 
Other Portable Electronic Device

Utah Department of Technology Services UT Business Associate 780,000       3/10/2012 Hacking/IT Incident Network Server
AHMC Healthcare Inc. and affiliated Hospitals CA Healthcare Provider 729,000       10/12/2013 Theft Laptop
EISENHOWER MEDICAL CENTER CA Healthcare Provider 514,330       03/11/2011 Theft Desktop Computer

Triple-S Management, Corp.; Triple-S Salud, Inc.; PR Business Associate 475,000       10/03/2008

Hacking/IT Incident, 
Unauthorized 
Access/Disclosure Network Server

St. Joseph Health System TX Health Plan 405,000       12/16/2013 Hacking/IT Incident Network Server
NA Business Associate 400,000       03/28/2011 Theft Desktop Computer
Triple-C, Inc. PR Business Associate 398,000       09/09/2010 Theft Network Server
Affinity Health Plan, Inc. NY Health Plan 344,579       11/24/2009 Theft Other
Sutherland Healthcare Solutions, Inc. NJ Business Associate 342,197       2/5/2014 Theft Email, Laptop
Emory Healthcare GA Healthcare Provider 315,000       2/7/2012 Other, Unknown Other

Touchstone Medical Imaging, LLC TN Healthcare Provider 307,528       5/9/2014
Unauthorized 
Access/Disclosure Network Server

Shred-it International Inc. TX Business Associate 277,014       05/11/2013 Improper Disposal Other
Seacoast Radiology, PA NH Healthcare Provider 231,400       11/12/2010 Hacking/IT Incident Network Server

South Carolina Department of Health and Human Services SC Health Plan 228,435       1/31/2012
Unauthorized 
Access/Disclosure Email

Indian Health Service MD Health Plan 214,000       2/24/2014
Unauthorized 
Access/Disclosure Laptop

Digital Archive Management TX Business Associate 189,489       11/07/2012 Improper Disposal Paper/Films
RCR Technology Corporation IN Business Associate 187,533       4/6/2013 Other Paper/Films

Millennium Medical Management Resources, Inc. IL Business Associate 180,111        02/27/2010 Theft
Other, Other Portable Electronic 
Device

Walgreen Co. IL Healthcare Provider 160,000       8/1/2014 Other Paper/Films
Ankle + Foot Center of Tampa Bay, Inc. FL Healthcare Provider 156,000       10/28/2010 Theft Network Server
Oklaholma State Dept. of Health OK Healthcare Provider 132,940       04/06/2011 Theft Laptop, Paper/Films
Siemens Medical Solutions, USA, Inc PA Business Associate 130,495       03/24/2010 Theft Other
Alere Home Monitoring, Inc CA Healthcare Provider 116,506        09/23/2012 Theft Laptop

Medical Card System/MCS-HMO/MCS Advantage/MCS Life PR Business Associate 115,000        09/03/2010
Unauthorized 
Access/Disclosure

Other, Other Portable Electronic 
Device

Crescent Health Inc. - a Walgreens Company CA Healthcare Provider 109,000       12/28/2012 Theft Desktop Computer
Memorial Healthcare System FL Healthcare Provider 105,646       1/1/2011 Theft Electronic Medical Record
Governor's Office of Information Technology CO Business Associate 105,470       05/17/2010 Theft Desktop Computer
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